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Abstract— This paper explains how the detailed data analysis
approach of reverse engineering the file system of a commercial
Digital Video Recorder (DVR) was performed, without prior
CCTYV hardware and software, or part of data corrupted. Then
a more pragmatic approach of reverse engineering the system,
by eavesdropping the data structures of files while running the
application software could be employed, to achieve useful
outcomes in a more efficient way.
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I. INTRODUCTION

The aim of this work is to show how best use of reverse
engineering a CCTV system [1] in two approaches. Approach
1 is by performing detailed analysis of its file system and then
extracting video data, without use of manufacturer’s
application software, and directly playing the video sequences
in a standard PC computer. Approach 2 is by using the related
CCTV software to perform a task on the data being
investigated while the disk I/O is monitored, so that the
operation of the CCTV system can be understood in a limited
amount of time, without losing forensic rigour [2].

II. METHODS & RESULTS

A typical 4-Channel DVR (AVC760 of AVTECH) with
500GB hard disk storage and network interface was selected
as the subject for the investigation, because of its general usage
among retail establishments and small offices nowadays.

After studying the specification of the target DVR, and
removing the hard disk from the system, the sectors of hard
disk were initialized to all zeros. Then the drive was re-
installed to the DVR, with video recording under documented
conditions for a considerable time span (24h, say). It is
beneficial to have just small enough data on the disk in the
initial analysis. At the end of the test period, the hard disk was
again removed from the system. It was imaged on a forensic
workstation. The 500GB image so created was subsequently
archived and analyzed in detail by a low-level disk analyzer
called WinHex [3]. Deatils on the data structures in different
sectors of the memory map of the hard disk were then obtained.

By tracing the respective pointers from master sectors, to
entry list sectors, index sectors and finally up to the video data
sectors, the recorded video could be located by using WinHex.
By direct comparison of extracted video data file and the video
recorded, the packaging difference of video data for frame and
CIF modes was identified. The format of video data was
essentially MPEG4, for the first three bytes of start codes of
video data are consistent to that of standard MPEG4 video.
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With minor additional processing on the data, the stored
video could then be rendered with a standard media player,
say, VLC media player. Anexample CIF video display format
for a particular event chosen is shown in Fig. 1.
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Figure 1. Extracted CIF video rendered with VLC media player [4]

To save time while achieving useful outcome, a more
pragmatic approach was adopted. Validation of the results can
be done by comparing the entries in the report generated from
the reverse engineering process on the disk layout, with the
entries from the proprietary software which is necessary.

An application program such as DiskAccess (written in C#)
for Windows operating environment was chosen to use for this
rather straightforward analysis. The information provided by
the reverse engineering process was found to substantially
match that obtained from the proprietary software.

In the Internet-of-Things (IoT) and Big Data era, CCTV
forensics present challenges and approaches which are very
different from traditional CCTV forensics as described above
[5]. Further work will include research study in this area.

III. CONCLUSION

By reverse engineering the CCTV system for video data
recovery, both approaches are useful. However, the pragmatic
approach can extract information quicker than the detailed
approach, while maintaining forensic regour and accuracy.
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